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Data Retention Policy 

 
1. Introduction  

 

Lancashire College of Further Education holds a great deal of important information that is 

crucial to the running of the organisation. While many information systems can be recovered 

after an incident the business critical data that resides in electronic and paper form must be 

suitably protected. This involves considerations into the confidentiality, integrity and 

availability (CIA) of business critical and potentially sensitive data. Subsequently this policy 

shall be reviewed and updated regularly to ensure that it remains appropriate in the light of 

any changes to legal, contractual or acceptable use obligations. 

 

 
2. Objectives  

 

The objective of the Data Retention Policy is to provide guidance on the retention of the 

various types of data the College holds. This document strives to balance the need to store 

information with legal obligations to destroy the data safely when it is no longer required. 

 

3. Scope  
 

The Data Retention Policy applies to information in all its forms. It may be on paper, stored 

electronically or held on film, microfiche or other media.  It includes text, pictures, audio and 

video. It covers information transmitted by post, by electronic means and by oral 

communication, including telephone and voicemail. It applies throughout the lifecycle of the 

information from creation through storage and utilisation to disposal. Appropriate protection 

is required for all forms of information to ensure business continuity and to avoid breaches of 

the law and statutory, regulatory or contractual obligations.  

 

The policy applies to all staff and students of the College and to other users associated with 

the College. With regard to electronic systems, it applies to use of College owned facilities 

and privately/externally owned systems when connected to the College network directly or 

indirectly.  

 

The policy applies to all College owned/licensed data and software, be they loaded on 

College or privately/externally owned systems, and to all data and software provided to the 

College by sponsors or external agencies. 
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4. Policy Statement  

 

The College is committed to protecting the security of data through the preservation of: 

 

• Confidentiality: protecting information from unauthorised access and disclosure.  

 

• Integrity: safeguarding the accuracy and completeness of information and processing                                       

methods.  

 

• Availability: ensuring that information and associated services are available to authorised 

users when required.  

 

The College will develop, implement and maintain the Data Retention Policy to ensure data 

is sufficiently stored, processed, transmitted and destroyed in a way consistent with our legal, 

contractual and ethical obligations. 

 

4.2 Considerations under the Data Protection Act  

 

All College members will collect, retain and transmit personal data under the terms of the 

Data Protection Act 1998. 

The Act governs the collection; retention and transmission of information about living 

individuals and the rights those individuals have to see this information. 

 

The principles are that personal data shall be:  

 

1. Fairly and lawfully processed  

2. Processed for limited purposes  

3. Adequate, relevant and not excessive  

4. Accurate  

5. Not kept longer than is necessary  

6. Processed in accordance with the data subjects rights  

7. Secure  

8. Not transferred to a country or a territory outside the European Economic Area (EEA) 

unless that country or territory ensures an adequate level of protection  
 

Personal data is defined by the Information Commissioner as any information about an 

individual from whom you are collecting, the compromise, loss or theft of which could cause 

distress or harm to that individual. 
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Examples of personal data include:  

Address  

Date of birth  

National Insurance Number  

Telephone numbers  

Benefit details  

Bank account details  

Information relating to the persons health or disability  
 

4.3 Considerations under Payment Card Industry Data Security Standards (PCI DSS)  

 

All members of Lancashire College of Further Education must store, process and transmit 

payment card information in accordance with PCI DSS mandatory requirements. This 

standard applies to information held on paper as well as electronically and to transactions 

processed both online and via a third party terminal.  

 

Lancashire College processes payment card information, for donations, services, tuition fees 

and other areas. Therefore we are subject to the mandatory requirements of the Payment Card 

Industry Data Security Standards (PCI DSS) introduced in June 2007.  

 

Subsequently it is everyone’s responsibility to ensure payment card data is stored and used in 

the right way as any incident involving loss in confidentiality or integrity of this information 

could have a serious impact on the day-to-day operations of the University, its income, and 

its reputation. 

 

Requirement 3 and 4 are of particular importance to Lancashire College as they state we should:  
 

 Keep cardholder data storage to a minimum  

 Develop a data retention and disposal policy  

 Limit storage amount and retention time to that which is required for business, legal, 

and/or regulatory purposes  

 NEVER store the card verification code or value or PIN verification value data 

elements.  

 As a minimum render the Personal Account Number (PAN) unreadable anywhere it is 

stored  

 Encrypt transmission of cardholder data across open, public networks (such as the 

main campus LAN)  
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Guidance on payment card information  
 

For online transactions (such as WorldPay):  

 

 College departments must only use a Finance Department approved supplier of online 

card payment services  

 Payment card information should not be stored or processed on College servers  

 Payment card information should not be transmitted across the College network 

unless this is done securely  
 

For third party terminal transactions (such as Streamline):  

 College departments must only use a Finance Department approved supplier of 

terminal card payment services  

 Payment card information must not be stored either on paper or electronically once a 

payment has been authorised  

 The 3 digit security code must be completely erased following authorisation or ideally 

not kept at all  

 Only the last four digits of the card number can be retained following authorisation  

 Paper forms with any remaining card details recorded must be kept securely in locked 

cupboards with access limited to authorised personnel  

 These paper forms must be destroyed as soon as they are not needed  
 

 

4.4 Disposal of Information  

 

College members have an obligation to dispose of personal, confidential and business critical 

information in a secure manner.  

 

For confidential paper information, members should ideally cross shred onsite and 

additionally put into the confidential waste steam.  
 

For confidential, electronic information:  

 

 DVDs/CDs should be shredded and then put into the recycling stream  

 Computer hard drives and external storage media (such as USB sticks) should be 

wiped with a suitable software tool. No unencrypted data should be left on these types 

of media before re-using/recycling/disposal  

 Media that cannot be wiped initially will need to be sufficiently protected before 

being overwritten e.g. storage tapes in a locked safe  
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5. Legal and Contractual Requirements  

 

The College will abide by all UK legislation and relevant legislation of the European 

Community related to the holding and processing of information. This includes the following 

Acts and mandatory requirements:  

• Copyright Designs and Patents Act 1988  

• Data Protection Act 1998  

• Freedom of Information Act 2000  

 Payment Card Industry Data Security Standards 2007  

  

The College will also comply with all contractual requirements related to the holding and 

processing of information. 

 

6. Responsibilities  

 

The Information Policy and Strategy Committee is responsible for the Data Retention Policy.  

The College has established a strategic information security, risk management and business 

continuity function within the Deputy Registrar’s Office. Heads of Departments, with support 

from the Deputy Registrar’s Office, are responsible for ensuring that information used within 

their department is managed and used in accordance with the Data Retention Policy.  

 

All College members are responsible for protecting business critical and potentially sensitive 

data.  Everyone granted access to College information systems has a personal responsibility 

to ensure that they, and others who may be responsible to them, are aware of and comply 

with the Data Retention Policy. 
 

All staff, students and other users should report immediately any observed or suspected 

breach of this policy to the Head of Department, the owner of the information, or, where the 

IT infrastructure is involved, IT Services Help Desk.  Those responsible for information or 

information systems, for example database and IT systems administrators, must ensure that 

appropriate security arrangements are established and maintained. 
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7. Policy Awareness and Disciplinary Procedures  
 

The Data Retention Policy will be made available to all staff and students via the web as part 

of the Governance site, maintained by the Deputy Registrar’s Office, dedicated to the 

explanation and promotion of the policy. Staff, students, authorised third parties and 

contractors given access to the College information systems will be advised of the existence 

of the relevant policies, codes of conduct and guidelines.  Failure to comply with the 

Information Security Policy may lead to suspension or withdrawal of an individual’s access 

to information systems. 
 

Members of staff  

Failure of a member of staff to comply with the Information Security Policy may lead to the 

instigation of the relevant disciplinary procedures3 as specified in their terms and conditions 

of employment and, in certain circumstances, legal action may be taken. 

 

Student members  

 

Failure of a student to comply with the Information Security Policy may lead to the 

instigation of the disciplinary procedures, and, in certain circumstances, legal action may be 

taken. Minor infringements, such as causing inconvenience to other users, may lead to 

disciplinary action. Major infringements, such as major breach of confidentiality, harassment, 

or illegal activities may lead to action under the Major Offences Procedure. This is not an 

exhaustive list of possible offences and the College will determine whether a case is minor or 

major having regard to all the circumstances of each incident. 

 

University contractors  

 

Departments should have Service Level Agreements with contractors to ensure liability also 

rests with the contractor who is storing, processing or transmitting data obtained from the 

College. Failure of a contractor to comply could lead to the cancellation of a contract and, in 

certain circumstances, legal action may be taken. 
 

8. Information Security Education and Training  

 

The College recognises the need for all staff, students and other users of College systems to 

be aware of information security threats and concerns, and to be equipped to support College 

security policy in the course of their normal work. Appropriate training or information on 

security matters will be provided for users and departments will supplement this to meet their 

particular requirements. The Deputy Registrar’s Office will undertake a proactive campaign 

of awareness and monitor/report upon the type and frequency of incidents. 

9. Maintenance  
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The Data Retention Policy will be monitored by Information Policy and Strategy Committee 

and reviewed as necessary. Revisions will be subject to appropriate consultation.  

The Deputy Registrar’s Office will report on a summary and exception basis, will notify 

issues and bring forward recommendations.  Heads of Departments are required to carry out 

periodic risk assessments and establish and maintain effective contingency plans. They are 

also required to carry out regular assessment of the security arrangements for their 

information systems.  Those responsible for information or information systems must carry 

out periodic risk assessments of their information and the security controls in place. They 

must take into account changes in business requirements, changes in technology and any 

changes in the relevant legislation and revise their security arrangements accordingly. 
 

Reviewed: 01 November 2016  

Next Review Date: 01 November 2017 

 


